
You discover a possible breach of a
patient’s protected health information (PHI)

Are you a HIPAA Covered Entity?

Yes: HIPAA applies and you must follow the 
HIPAA breach notification rule (as well as
any  applicable state law that is more stringent 
than HIPAA).

No: HIPAA does not apply. Follow any applicable 
state breach notification rules.

Has a breach of PHI occurred? Yes

No: No reporting is required.  But
follow the documentation 
requirements.

Was the breach unintentional, inadvertent, or un-retainable?

Yes: No reporting is 
required.  But follow 
the documentation 
requirements.

Yes, the PHI was unsecured. 

1.  You must  provide notice to the affected individuals without unreasonable delay (and in no event 
more than 60 days after discovery of the breach).

2. You must enter the breach in a log of all breaches to be submitted annually to HHS in the manner 
specified on the HHS Web site 
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brinstruction.html

No, it was secured. No reporting is 
required, but follow the  
documentation requirements.

No: Was the PHI that was breached “unsecured?”

Breach Notification Flow Chart

This guidance is educational only, does not constitute legal advice,  and covers only federal, not state, law. Dentists should 
contact their personal attorneys for legal advice pertaining to HIPAA compliance, the ARRA/HITECH Act, and the U.S. 
Department of Health and Human Services Regulations. (August 27, 2009)

The American Dental Association has developed the following “Breach Notification Flow Chart “ to help dentists understand the new HIPAA Breach Notification Rule. On August 24, 2009, 
the U.S. Department of Health and Human Services (HHS) issued interim regulations entitled Breach Notification for Unsecured Protected Health Information. This new Rule amends the 
HIPAA privacy rule by requiring HIPAA Covered Entities to notify individuals, HHS, and in some cases media outlets of a breach of protected health information (PHI). The breach 
notification regulations are scheduled to go into effect on September 23, 2009, although HHS has advised that it does not intend to impose sanctions for breaches that are 
discovered prior to February 22, 2010. Dentists who are HIPAA Covered Entities should implement policies and procedures to comply with the Rule by September 23, 2009.

The Breach Notification Flow Chart is simplified and should only be used to gain a general understanding of the Breach Notification Rule. The “Breach Notification Glossary of Terms” 
defines the Blue highlighted terms used in the Flow Chart. The Flow Chart and Glossary of Terms should be read together in order to more fully understand the breach notification 
requirements.

http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brinstruction.html


Did the breach affect the PHI of more than 500 people?

Yes.  You must notify HHS of the breach in the manner specified
on the HHS Web site (http://www.hhs.gov/ocr/privacy/hipaa/
administrative/breachnotificationrule/brinstruction.html/) without 
Unreasonable delay, but in no event more than 60 calendar 
days after discovery of the breach.

No. Then you have no further notification
obligations beyond notifying the individual(s)
and logging the breach for annual reporting to HHS.

Did the breach affect the PHI of 500 or more people living in a single state or jurisdiction?

No. Then you have no further notification obligations beyond notifying the individuals and HHS.

Yes. Then you must notify prominent media outlets serving the affected state or jurisdiction without unreasonable delay
(and in no event later than 60 days after discovery of the breach).
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